How to enable emails when using McAfee Virus Protection.

Due to updates in McAfee antivirus software some practices may experience problems when
submitting returns, this is caused by the enhanced security settings preventing any un-authorised
programs for sending emails. To resolve this Escro must be added to the McAfee’s list of allowed
programs, please follow the instructions below to resolve this.

Step 1 Wirusscan Console..,
Navigate to your toolbar at the bottom of the screen and -

right click on the McAfee Virus Protection icon to bring

On-Aocess Scan Properties, ..

Up the rn_enu bEIOW- . On-Access Scan Statistics
Select VirusScan Console... and click to open. On-Access Scan Messages. .
Open Access Protection Log File
Step 2 On-Demand Scan...
You should now be presented with the VirusScan R
Console window below.
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Prevent intrusions by restricting access to specified ports, files, folders, and shares. This can be critical both before and during outbreals.
“You can block access to ports and port ranges, lock. down shares, files, and directories to read-only, block the execution of a specific
file, and generate log entries and/or Alert Manager and ePolicy Orchestrator events when attempts are made to access blocked items. If
an outbreak oceurs, you can block destructive code from accessing the computer untl a DAT file is released. You can also prevent
Mealee processes from being terminated.
AL St Enable Acosss Protection
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Step 3 e o 3 f P e e b o !
. . . Antivirus Outbreak Control Prewent remote creation/modification of executable and co.
Now the property window is open it should Cemor e R a— ey A
resemble the image on the right. Vit Hacie Prtctin — AR :
e e
Select Anti-virus Standard Protection . ) x 2
from the list on the left and select the rule - - -
Statl ng “ Prevent mass m al I | n g worms Prevent MeAfes services from being stopped
from sending mail” from the list on the [ = —
right. Double click on this rule or click on the
Edit button below the box to open the rule for editing.
Step 4
Once opened, the editing window should resemble the one below on the left.
Rule Details ) Step 5 Using the scroll bar on the right, scroll down to the

end of the exclusion list and add a comma then the
following text: fv_*.exe to the end of the list.

Rule Mame:

| Prevent mass mailing warms From sending mail

Processes ko include:
) |

Processes ko exclude:

tomcats.exe,
e, fv_*.exe

Frevent mass maling worms from sending mall

RESRCMOM.EXE, rposery.exe, SPSMotific*, thebat.exe, thunde*.exe, tomcat exe, =
tomcats.exe, komcatSw.exe, YMIME EXE, webproxy.exe, WinMail.exe, wmpm-EZ‘exe\ i

Prgtogsa bo mdhude:

Processes to sachade;

Ehuruda™ g, Eomcat. e, Lol N, boencal S e, WHINVE EXE, webprony. ace, -
Winlalacn, winge-32, w08, Fv_® e -
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Emails should now be enabled whilst your computer is running McAfee virus protection.

If you require any further assistance, please contact the EScro helpdesk on (01463) 667315.



